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Patty Allison Fairweather, former Executive Counsel to the Rhode Island Department of Environmental Management
used her course paper to draft an actual Memorandum of Understanding (MOU) for the state of Rhode Island and
the U.S. Department of Homeland Security, which governed the use of HSIN, an information sharing system.  The
MOU outlined the use of HSIN in Homeland Security efforts for Rhode Island’s Department of Environmental
Management, which also covered that state’s Emergency Management Agency, State Police and Fire Marshal.
Fairweather’s MOU outlined everything from technical responsibilities to policy on sharing information.
1. The research required gathering information necessary to draft a contract and a Memorandum of
Understanding governing organizational and individual compliance with laws, rules, regulations, and policies
for HSIN access, use, security and data dissemination. Of particular concern was ensuring there was a
nomination, vetting and verification process for End Users, and policies describing user requirements, user
guidance, and risk management/mitigation training procedures particularly relating to striking the delicate
balance between civil liberties and individual privacy with public safety and security measures.
2. HSIN technology is the platform, or the conduit allowing capability for federal, state, local, tribal, territorial,
private sector and international partners to share information collaborate and manage emerging threats or
actual incidents. The research encouraged accountability and responsible use of technology in homeland
security. It influenced the use of HSIN technology by establishing a framework for how the information
housed in HSIN is accessed, used and shared especially where it contains personally identifiable information
referencing race, ethnicity, national origin, or associations and as such must be handled in accordance with
applicable law, including Constitutional law. In this fashion, the research served as a reminder that
technology in homeland security could be used for evil.  The research called for smart, ethical and moral use
of the technology.
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3. Since completion of the research, there has been increased usage of HSIN and the launching of “HSIN Next
Gen.” In May 2009 there was a reported security breach, a “hacking,” into HSIN. HSIN was used in
situational awareness mode for President Obama’s inauguration. There is a call for use to 5,000 users per
day by 2011; a call to increase active HSIN users by 10 percent each year; and, HSIN has been deployed to
at least 29 state fusion centers. With this greater use of HSIN, however, comes greater responsibility to pay
attention to the delicate dance of balancing not only individual liberty and governmental intrusion, but with
balancing federal sovereignty and state sovereignty. Although federal information housed on HSIN is
governed by federal law, when shared with state and local it is arguably subject to state law, which may differ
from federal laws resulting in a conflict of civil liberties laws. Perhaps there is only a matter of time when a
great controversy may arise over how or whether a state may use shared information from HSIN to try a
suspected terrorist under state law, including state constitutional laws, where the federal government asserts
only it has exclusive jurisdiction to try the suspect.
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